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Executive Summary 
 

OVERALL ASSURANCE ASSESSMENT KEY FINDINGS 

 

 An information asset inventory and data sharing register are required. 
 The Council’s Data Retention Policy needs to be applied consistently to 

both digital records and documents across the Council. 
 Measures are required to ensure that personal data occasionally sent 

outside of the Council via email is secured / encrypted. 
 

SCOPE ACTION POINTS 

The review considered the arrangements for effective information governance 
processes including data classification, general data security arrangements, the 
approval process for permitting electronic data to be passed to third parties, the transit 
arrangements designed to minimise unauthorised access to the data whilst it is in 
transit and the monitoring arrangements. 

Urgent Important Routine Operational 

0 4 2 1 
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Management Action Plan - Priority 1, 2 and 3 Recommendations 
 

Rec. Risk Area Finding Recommendation Priority Management 
Comments 

Implementation 
Timetable 

(dd/mm/yy) 

Responsible 
Officer 

(Job Title) 

1 Directed There is no centrally held information 
asset inventory, nor a record of the 
occasions when data is shared with 
third parties detailing the security 
arrangements which apply during 
transmission or the data sharing 
agreements in place.  

An information asset inventory 
detailing the types of confidential, 
personal and sensitive data held, 
both electronic and otherwise, be 
compiled and a central data sharing 
register be maintained recording the 
occasions when personal data is 
shared with third parties, including 
the reason and method of data 
transfer and nature of the data 
sharing agreement.    

2 Information Asset Inventory 
(Register) to be developed. 
Central Data Sharing Register to be 
developed. 

30/09/17 
 

30/09/17 

Principal 
Performance 
& Intelligence 
Officer 

2 Directed There is a Security Incident Policy in 
place which describes actions to be 
taken in the event data is lost, stolen, 
disclosed or accessed inappropriately.  
Procedures could, however, be 
strengthened by drafting a more 
detailed incident response plan, for 
example, response to data loss will be 
different to a ransomware incident. 

Procedures be strengthened by 
drafting a more detailed information 
security incident response plan. 

2 Agreed – Security Incident. 
Response Plan developed as part of 
Security Incident Policy. 

31/05/17 Principal 
Performance 
& Intelligence 
Officer 

            
      PRIORITY GRADINGS      

1 URGENT Fundamental control issue on which 
action should be taken immediately.  2 IMPORTANT Control issue on which action should 

be taken at the earliest opportunity.  3 ROUTINE Control issue on which action should be 
taken. 
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Rec. Risk Area Finding Recommendation Priority Management 
Comments 

Implementation 
Timetable 

(dd/mm/yy) 

Responsible 
Officer 

(Job Title) 

4 Directed Although it may occasionally be 
necessary for sensitive or personal 
information to be sent to third parties 
outside of the Council, there is no 
guidance on the Authorities approved 
method(s) of doing so. 

A Secure Data Transmission Policy 
be formulated and implemented.  

2 Agreed – Secure Data. 
Transmission Policy included as 
part Information Sharing Policy and 
associated protocols. 

31/05/17 Principal 
Performance 
& Intelligence 
Officer 

6 Compliance There is a Records Retention Policy 
and schedule based on best practice 
advice from the Information 
Commissioner and other sources. 
Currently this is inconsistently applied to 
both manual and electronic records, 
including emails, across the Council, 
which may result either in a breach of 
Data Protection regulations or 
increased cost of data storage, or both. 

Arrangements for the consistent 
application of the Records 
Retention Policy be agreed with 
managers within the Council. 

2 Agreed – Implementation Plan has 
been developed for the consistent 
application of Records Retention. 

30/09/17 Principal 
Performance 
& Intelligence 
Officer 

3 Directed Senior Management Team require a 
training needs analysis / training plan to 
be produced and delivered once the 
Governance Framework policy portfolio 
is complete.  

A training needs assessment be 
undertaken and the results arising 
from delivery of the training plan be 
reported to Senior Management 
Team. 

3 Agreed – Training Needs. 
Assessment to be developed 
following completion of Information 
Governance Project. Discussion 
with Organisational Development 
Team. 

31/05/17 Principal 
Performance 
& Intelligence 
Officer 

            
      PRIORITY GRADINGS      

1 URGENT Fundamental control issue on which 
action should be taken immediately.  2 IMPORTANT Control issue on which action should 

be taken at the earliest opportunity.  3 ROUTINE Control issue on which action should be 
taken. 
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Rec. Risk Area Finding Recommendation Priority Management 
Comments 

Implementation 
Timetable 

(dd/mm/yy) 

Responsible 
Officer 

(Job Title) 

5 Directed Although staff interviewed were well 
informed regarding the handling of 
personal information, there are no 
written procedures or guidance relating 
to the disclosure of personal information 
over the phone, for example the types 
of information which could be disclosed 
and to whom, together with means of 
establishing the identity of the caller. 

Detailed advice regarding the 
disclosure of personal information 
be produced.   

3 Agreed – to be factored in as part of 
overall Implementation Plan (as 
detailed under Rec 6). 

30/09/17 Principal 
Performance 
& Intelligence 
Officer 

 

            
      PRIORITY GRADINGS      

1 URGENT Fundamental control issue on which 
action should be taken immediately.  2 IMPORTANT Control issue on which action should 

be taken at the earliest opportunity.  3 ROUTINE Control issue on which action should be 
taken. 
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Operational Effectiveness Matters 
 

Ref Risk Area Item Management 
Comments 

1 Compliance The Council to consider extending the use of its end point protection software 
to provide improved data loss prevention arrangements, for example, to 
manage the attachment of external hard drives to the network. 

  

 

   
ADVISORY NOTE 

Operational Effectiveness Matters need to be considered as part of management review of procedures, rather than on a one-by-one basis 
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Detailed Findings 
INTRODUCTION 

1. This review was carried out in November 2016 as part of the planned internal audit work for 2016/17. Based on the work carried out an overall assessment of the 
overall adequacy of the arrangements to mitigate the key control risk areas is provided in the Executive Summary. 

KEY FINDINGS & ACTION POINTS 

2. The key control and operational practice findings that need to be addressed in order to strengthen the control environment are set out in the Management and 
Operational Effectiveness Action Plans. Recommendations for improvements should be assessed for their full impact before they are implemented. 

SCOPE AND LIMITATIONS OF THE REVIEW 

3. The review considered the arrangements for effective information governance processes including data classification, general data security arrangements, the 
approval process for permitting electronic data to be passed to third parties, the transit arrangements designed to minimise unauthorised access to the data whilst it 
is in transit and the monitoring arrangements. 

4. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. 

MATERIALITY 

5. SLDC places considerable reliance on the security, integrity and availability of its computer systems for day to day operations and to achieve its business objectives. 
Data Protection is a key element of good governance. Data loss can render the Council liable to fines of up to £500,000 by the Data Commissioner as well as adverse 
publicity and loss of credibility. 

DISCLAIMER 

6. The matters raised in this report are only those that came to the attention of the auditor during the course of the internal audit review and are not necessarily a 
comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use 
and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report 
has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report 
and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report. 

 

  

  

 Page 6 

 



 

South Lakeland District Council 

Review of Data Protection and Assurance Arrangements 2016/17 

 
RISK AREA ASSURANCE ASSESSMENTS 

7. The definitions of the assurance assessments are: 

Substantial Assurance 
Based upon the issues identified there is a robust series of suitably designed internal controls in place upon which the organisation relies to manage 
the risks to the continuous and effective achievement of the objectives of the process, and which at the time of our review were being consistently 
applied. 

Reasonable Assurance 
Based upon the issues identified there is a series of internal controls in place, however these could be strengthened to facilitate the organisation's 
management of risks to the continuous and effective achievement of the objectives of the process. Improvements are required to enhance the controls 
to mitigate these risks. 

Limited Assurance 
Based upon the issues identified the controls in place are insufficient to ensure that organisation can rely upon them to manage the risks to the 
continuous and effective achievement of the objectives of the process. Significant improvements are required to improve the adequacy and 
effectiveness of the controls to mitigate these risks. 

No Assurance 
Based upon the issues identified there is a fundamental breakdown or absence of core internal controls such that the organisation cannot rely upon 
them to manage risk to the continuous and effective achievement of the objectives of the process. Immediate action is required to improve the controls 
required to mitigate these risks. 

AUDIT CONTACTS 

8. For any queries or to discuss the content of this report, please contact either of the following: 

Lead Auditor: Peter Simpson 
peter.simpson@tiaa.co.uk  
07580 700415 

 

Head of Internal Audit: Peter Harrison 
peter.harrison@tiaa.co.uk 
07970 376542 
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AUDIT REPORT DISTRIBUTION 

9. We would like to thank staff for their co-operation and assistance during the course of our work. 

For Action: Simon McVey, Assistant Director Performance and Innovation 
Claire Gould, Partnerships and Organisational Development Manager 

For Information: Shelagh McGregor, Assistant Director Resources (Section 151 Officer) 
Helen Smith, Financial Services Manager 

RELEASE OF REPORT 

10. The table (Figure 1) below sets out the history of this report. 

Date draft report issued: 9th December 2016  

Date management responses received: 27th March 2017  

Date final report issued: 28th March 2017  
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